Email Searches

This week I am going to take a look at emails. I often get enquiries asking two questions about emails:

1. How can I find someone's email address?

2. How can I find out who sent me this email?

Let's start by finding someone's email address:

Let me be honest. It is not easy to find someone's email address unless they have made it public in some way. Gone are the days when most users of email would choose to put their address into a directory so that others can find them. I suspect that the growth of spam emails is much to blame here. I also think that we are more aware of the nasties out there and of the dangers of identity theft etc. Another factor is that people change their email addresses quite regularly. This may be especially among the free ones, but maybe also each time we change our internet service provider in search of a better price or better service.

So where can you look? 

Many email directories are aimed specifically at the United States, but for the UK you could try Yahoo at http://uk.dir.yahoo.com/Reference/Phone_Numbers_and_Addresses/Email_Addresses/  

You could also try this site http://www.free-emailsearch.com/  

You can search for addresses among the users of Usenet at http://usenet-addresses.mit.edu/ 
One I have found really useful is a Meta search tool from Germany http://www.metager.de/ 
You could always try my latest favourite, which is Pipl at http://www.pipl.com/ 
Don't forget to try Google as well at http://google.co.uk/ 
A useful guide on how to find email addresses is at http://www.cs.queensu.ca/FAQs/email/finding.html 
There are more useful email directories that are specialist. There are excellent directories available for universities, societies and libraries etc.

If you know that the person you are looking for has a website, you can check out what is recorded in their registration. With luck you will discover the owner and their contact details. This is known as a 'Who is' search. Try http://samspade.org/ 
Another good set of free tools can be found at http://centralops.net/co/ 
Some people want to send emails anonymously without giving away their address. They may choose to use a free address from Yahoo or Hotmail or use an online service to hide their computer from easy view. Some people use a proxy service like Tor at http://tor.eff.org/  Such services are advertised as being to safeguard you and to protect your privacy online, but one has to ask what they are doing or planning to do that needs such secrecy, but what ever it is likely to be unpleasant or illegal - perhaps spam or porn.

This leads me to look at how we can find out where a nasty email you received has come from:

Take a look at a couple of articles on the topic:

http://www.onimoto.com/cache/50.html 
http://www.johnru.com/active-whois/trace-email.html  

http://www.visualware.com/internetsecurity/resources/tutorials/email.html 
As you will see, emails come with an envelope called a 'header' that gives some information about the sender and the journey the email has taken. Much of the information can be forged, but they cannot hide the IP address of the computer that sent the message. A little bit of checking will give you the information required on the sender to send a complaint to their Internet Service Provider.

If you are fed up with spam, perhaps you should take a look Spamhaus at http://www.spamhaus.org/  which is trying to fight spam by collecting a database of known spammers and the IP addresses. This information is used in the many software applications the try to control the spam in your email inbox. 

Even if the sender is hiding behind a proxy server, if they are breaking the law then the proxy server will give up the details to the police if required.

In conclusion:

The internet is an amazing resource and all of the world's knowledge is here. Like the world, it is composed of good, bad and indifferent people, so you need to protect yourself from those who would do you and your family harm.

If you can't find the email you are looking for online you will have to find another way to get in touch. The art of locating people is in thinking creatively. So if you can find the email address, that's great, but if you can't you will need to think of another way of getting in touch.
